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© METHOD AND APPARATUS FOR CONTROLLING RECORDING MEDIUM AND RECORDING MEDIUM 
PRODUCED UNDER THE CONTROL THEREOF. 



© A method in which the data are scrambled ac- 
cording to a scramble program and are recorded 
onto an IC card, an optical disc, a magnetic disc, or 
finagnetoopticaJ disc together with the scramble 
^ program. The recorded data are reproduced and are 
^reversely scrambled using a scramble program. The 
recording place of the scramble program In the 
recording medium may be selected by a user who 
^effects the recording. It is made impossible to repro- 
of) duce the directory that corresponds to data portion 
M necessary for making it impossible to access the 
q stored data except by specified users. 
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SPECIFICATION 

APPARATUS FOR AND METHOD OF MANAGING RECORDING MEDIUM, 
AND RECORDING MEDIUM MANUFACTURED UNDER MANAGEMENT 

BASED ON THESE 

1 TECHNICAL FIELD 

The present invention relates to a method of 
managing data recorded on a recording medium such as an 
optical recording medium or a magnetic recording medium, 

5 and the recording medium. Also, the present invention 
relates to a data managing system suitable for an image 
data filing system or the like which utilizes a disk- 
like recording medium such as an optical disk or a magnetic 
disk, and the recording medium. 

10 BACKGROUND ART 

As a system utilizing a recording medium having 
large capacity such as an optical disk or a magnetic disk, 
a data filing system, in which many necessary items 
of data are recorded and managed on the recording 
15 medium, is well known. Such a data filing system has 

been utilized, in various application fields, for manage- 
ment of data such as personal data which only a 
predetermined person can use, for example. 

As an example of the system for managing the 
20 personal data, there is a data management system for 

medical use, for example. In such a system, the personal 
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1 data such as an X-ray photograph of a person, which is 
required to keep a secret of the personal data against 
another person, is filed. In addition, as a data filing 
• system for keeping a secret of personal data, an XC card 
*5 system is conventionally well known ♦ In such an XC card 
system, an IC card accommodating a microcomputer and 
a memory is used, necessary data is stored in the memory 
and a secret identification number is stored in the 
microcomputer. The data can be read out from the memory 

10 by the microcomputer only when a secret identification 
number input from the outside of the system coincides 
with the secret identification number stored in the 
microcomputer* 

Many files of image data are recorded on a 

15 disk-like recording medium (to be referred to as a disk 
in short hereinafter) which is used for an image data 
filing system and a requested image data file can be 
arbitrarily reproduced and displayed- In order that an 
arbitrarily designated file of image data may be 

20 designated and reproduced, an item of directory data 

including data representing a start address of a record- 
ing area of the image data file, data representing a 
data length of the image data file, data representing 
a name of the image data file, data representing date, 

25 and attribute data representing whether or not the image 
data file may be deleted is recorded in a data recording 
area on the disk in correspondence with the image data 
file, in addition to the image data file. 
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1 With such a disk, when a user designates a 

name of a desired file of the image data, the item of 
the directory data including the file name is read out 
■from the disk and the start address data and the data 
.5 length data for the image data file is detected from 

the directory data item. As a result, the desired image 
data file designated by the user is searched among 
many files of the image data and reproduced in accordance 
with the start address and data length data. Thus, in 
10 order to search many image data files for a desired 

image data file, an operation for designating a name o£ 
the desired image data file and an operation for reading 
out the directory data item corresponding to the image 
data file from the disk must be performed. For a 
15 purpose that items of the directory data can be simply 
• read out, the items of the directory data are sequen- 
tially recorded on the data recording area from a start 
area in a head scanning direction. For example, in a 
photo disk, a head is generally scanned from an inner 
20 circle to an outer circle. Therefore, the items of 

the directory data are sequentially recorded on the data 
recording area from the start area of the inner circle. 

In a disk used for an image data filing 
system, an information data area in which files of image 
25 data are recorded and a directory data area in which 
item of directory data are recorded provided in the 
data recording area and a size of each area is determined 
based on the system. As apparent from the above 
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1 description, the directory data area is provided in 

a start area side of the data recording area in the head 
scanning direction. The files of the image data are 
sequentially recorded in the information data area from 
5 a staxt area in the head scanning direction. 

In the above IC card system, it is determined 
in accordance with coincidence or noncoincidence of the 
secret identification number whether or not the micro- 
computer in the IC card can read out data from the 
10 memory- Therefore, a high level of secrecy can be 

maintained for the data stored in the memory. That is, 
the microcomputer as means for reading out the data 
from the memory is accommodated in the IC card together 
with the memory and can function only in accordance 
with the secret identification number. The microcomputer 
can not function other than by this means. Therefore, 
secret of the data can be kept. 

In contrary, in a recording medium such as an 
optical disk or a magnetic disk, data is recorded only 
and can be easily read out from the recording medium 
when it is mounted on a drive unit* It can be considered 
that whether or not the data is to be read out from 
the recording medium by the drive unit is determined 
based on a secret identification number, similar to the 
IC card system. However, this is possible for a specific 
drive unit, but the data can be easily read out from 
the recording medium if any one of drive units not 
necessary for the secret identification number or existed 
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1 drive units are used. In this manner, secret of the 
data cannot be kept in the conventional image data 
filing system using, an optical disk, a magnetic disk or 
the like. 

5 In addition, in the above image data filing 

system, sizes of the directory data area and the 
information data area in the disk are determined in 
advance- Therefore, if so many items of data are 
recorded that another item of the data cannot be 
10 recorded any longer in one of these areas, another file 
of the image data cannot recorded. In Fig. 23, it is 
assumed that the data recording area on the disk 
includes sectors having addresses from 0 to r, the 
directory data area includes the sectors having the 
15 addresses from 0 to p-1, and the information data area 
includes the sectors having the addresses from p to r. 
Also, it is assumed that one item of directory data is 
written in one sector. 

In a case where image data files are recorded 
20 on such a disk, when a first image data file A is 

recorded in the sectors having the addresses p to p T of 
the information data area, an item a of directory data 
corresponding the image data file A is recorded in the 
sector having the address 0 in the directory data area. 
25 When a next image data file B is recorded in the sectors 
having the addresses p'+l to p" in the information data 
area, subsequent to the image data file A, an item b 
of the directory data corresponding to the image data 
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1 file B is recorded in the sector having the address 1 
in the directory data area. In the same manner, when 
the following image data files are recorded in the 
information data area, items of the directory data 
5 corresponding to the image data files are recorded in 
the directory data area. 

However, when an image data file K is recorded 
in the sectors having the addresses q-t-1 to g T and an 
item k of the directory data corresponding to the image 
10 data, file K is recorded in the sector having the final 
address p-1 of the directory data area, another image 
data file can be recorded no longer. As a result, th.e 
sectors having the addresses q T +l to r in the information 
data area is remained in a state not used. In reverse, 
15 there can be a case where sectors yet not used are 

remained in the directory area though the information 
data area is filled by image data files. Thus, in a 
conventional -data recording system, there is a problem 
in that areas not used are remained and thereby use 
efficiency of the disk is decreased. 

In order to prevent this problem, it is 
necessary that data lengths of all the image data file 
are the same, and that the information data area and 
the directory data area are set in the same ratio as 
that of a data length of each image data file and a 
data length of each item of the directory data, e.g.# 
in the ratio of 10 : 1. However, the data lengths o£ 
the image data files are different one another in 
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1 accordance with resolution represented by the number of 
dots, gradation, or whether each image data file is for 
a monochromatic image or for a color image. Therefore, 
if the image data files having different data lengths 
•5 are recorded on the same disk, the above problem is 
caused. 

DISCLOSURE OF INVENTION 

An object of the present invention is to 
provide a data management system, in which the above 
10 problem can be dissolved and in which secret of data 
recorded on a recording medium can be kept, and the 
recording medium for the same. 

Another object of the present invention to 
provide a data management system, in which the above 
15 problem can be dissolved, in which an area not yet used 
in a data recording area can be decreased, and in which 
use efficiency of it can be remarkably increased, and 
a recording medium for the same. 

Still another object of the present invention 
20 is to provide a data management method, in which a read 
out operation from a recording medium and an image 
display operation of desired data can be performed only 
for an input parameter corresponding to scramble proces- 
sing having been performed for the data recorded on the 
25 recording medium is designated and thereby secret of 
the recorded data on the recording medium can be kept 
though this cannot be conventionally achieved. 
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1 Further still another object of the present 

invention is to provide a data management method , in 
which a reproduction operation, from a recording medium 
and an image display operation of desired data can be 
-5 performed only when a scramble program corresponding to 
scramble processing having been performed for the data 
recorded on the recording medium is designated and 
thereby secret of the recorded data on the recording 
medium can be kept though this cannot be conventionally 
10 achieved. 

The present invention also has, as its object, 
to provide a data management method, in which data can 
be correctly obtained from a recording medium only by 
using a scramble program corresponding to the data 

15 recorded on the recording medium and/ as a result of 

this, only a user who can read out the scramble program 
from the recording medium can use the recording medium 
substantially, and thereby secret of the data recorded 
on the recording medium can be kept. 

20 Another object of the present invention is to 

provide a data management method, in which a recording 
position of a scramble program on a recording medium 
can be arbitrarily determined by a user owning the 
recording medium with the result that a read out opera- 

25 tion of the scramble program by another person can be 
made almost impossible. 

Still another object of the present invention 
is to provide a data management method, in which only 
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1 a user whose user inherent information is registered on 
a recording medium can perform a reproduction operation 
of data recorded on the recording medium and thereby 
secrecy of the recorded data can be reliably achieved. 
*5 Further still another object of the present 

invention is to provide a data management method, in 
which a trace of use of a recording medium by a user 
except for a legitimate user can be reliably remained 
and thereby reliability of recorded data on the recording 
10 medium can be remarkably increased. 

In order to achieve the above object, in the 
data management system according to the present inven- 
tion, when data is to be recorded on the recording 
medium, a recording scramble parameter is set and 
15 scramble processing is performed for the data in accord- 
ance with the recording scramble parameter. In addition, 
when the data is to be reproduced from the recording 
medium, a reproduction scramble parameter is set and 
inverse scramble processing is performed for the data 
20 read out from the recording medium in accordance with 
the reproduction scramble parameter. 

In the data management method according to 
the present invention, one of a plurality of scramble 
programs, which are separately stored in a memory, is 
25 arbitrarily selected. Data, for which scramble proces- 
sing has been performed in accordance with the selected 
scramble program, is recorded on the recording medium. 
Inverse scramble processing is performed for the data 
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1 read out from the recording medium , from which data 

original data can be reproduced only in accordance with 
the scramble program selected upon a recording operation 
of the data. 

-5 In addition, in a data management method 

according to the present invention, on the recording 
medium are recorded a plurality of the scramble programs 
and data for which scramble processing is performed in 
accordance with one arbitrarily selected from among 

10 the scramble programs. Inverse scramble processing is 
performed for the data read out from the recording 
medium, from which data original data can be reproduced 
only in accordance with the scramble program selected 
upon a recording operation of the data. 

15 Further, in a data management method according 

to the present invention , when desired data is to be 
reproduced from a recording medium on which scrambled 
data and a scramble program are recorded, the scramble 
program is read out from the recording medium and stored 

20 in a scramble table in a data processing apparatus* In 
order to reproduce the desired original data from the 
scrambled data, inverse scramble processing is performed 
for the scrambled data read out from the recording 
medium in the scramble table in accordance with the 

25 scramble program. 

The scramble program is input: from the outside 
of the data processing apparatus and recorded on the 
recording medium. When the desired data is to be 
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1 recorded, the scramble program is read out from the 
recording medium and scramble processing is performed 
for the desired data in the scramble table in accordance 
with the scramble program. The scrambled data is 
•5 recorded on the recording medium. 

A recording medium according to the present 
invention has a user data area in which a user can 
record desired data or from which the user can reproduce 
the desired data and data recorded in the user data area 
10 is scrambled. A scramble program used when inverse 

scramble processing is performed for the scrambled data 
to reproduce original data from the scramble data is 
recorded in a recording position of tlie user data area 
arbitrarily designated by a user. 
15 In a data management method according to the 

present invention, a data format for a recording medium 
is specialized and at least one information reference 
area where information inherent to a user is recorded, 
is provided in the recording medium- In a system for 
20 performing a reproduction operation for data, which has 
been formatted in the specialized format, recorded on 
the recording medium, comparison information input from 
the outside of the -system is compared with the user 
inherent information read out from the recording medium 
25 and the system is enabled to perform the reproduction 

operation for the data when the both information coincide 
with each other. 

In addition, in a data management method 
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1 according to the present invention, a recording medium 
has a user data area and a directory data area, and the 
system is disabled, from reading out directory data from 
the directory data area or from determining the 
.5 directory data from data reproduced from the directory 
data area, when the user inherent information and the 
input comparison information coincide with each other. 

In a data management method according to the 
present invention and a recording medium for the method, 
10 items of directory data are sequentially recorded ±n 
a data recording area of the recording medium from a 
starting position of the data recording area in a head 
scanning direction and items of information data are 
sequentially recorded from an end position thereof. 
15 Since the recorded data on the recording 

medium is obtained as a result of scramble processing 
for original data, the original data cannot be reproduced 
only by reading out the recorded data from the recording 
medium- The original data can be reproduced from the 
20 recorded data only when a reproduction scramble parameter 
corresponding to the scramble processing performed to 
obtain the recorded data on the recording medium is 
used. From the above reason, only a user who can use 
the reproduction scramble parameter can reproduce the 
25 original data from the recording medium* That is, only 
when the user who can designate a scramble program 
selected upon a recording operation of the original data 
causes the data processing apparatus to perform inverse 
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1 scramble processing for the recorded data by using the 
scramble program selected upon the recording operation, 
the original data can be reproduced from the recording 
medium. Therefore, when the scramble program cannot 
5 be read out from the recording medium, the original data 
cannot be reproduced from the recording medium. 

In addition, with the recording medium, the 
scramble program is recorded in the user data area and 
a recording position of the program in the user data 
area is arbitrarily designated by the user. Therefore, 
the scramble program cannot be read out from the record- 
ing medium if the recording position is not known. 

Since the recorded data on the recording 
medium is formed to have a special format, a reproduc- 
tion operation for the recorded data can be performed 
by only a drive unit which can treat data having the 
special format. Therefore, the drive unit can be 
specified* In addition, even when the drive unit which 
can perform the reproduction operation for the recorded 
data is used, the data reproduction operation cannot 
performed unless the input comparison information 
coincides with the information inherent to the user which 
is recorded on the recording medium* As the information 
inherent to the user, information such as a fingerprint, 
a handwriting, or a seal can be used and each user can 
be identified. Therefore, secrecy of the data can be 
completely achieved. 

In addition, when the user inherent information 
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1 does not coincide with the comparison information, the 
data processing apparatus can be configured such that 
the reproduction operation or the determination opera- 
tion of the directory data is disabled* Therefore, 

■5 trace representing that the recording medium is 

fraudulently used can be remained and the data reproduc- 
tion operation can be reliably prevented in fraudulent 
use of the recording medium. 

Items of the directory data are sequentially 

10 recorded in the data recording area from the start 

position of the area and items of information data are 
sequentially recorded .from the end position thereof. 
As a result, when the data recording operation cannot 
be performed any longer , an area from the end position 

15 of the recording area for the last item of the directory 
data to the start position of the recording area for 
the last item of information data is remained as an 
area not yet 'used. However/ a data length of the area 
not yet used is smaller than a sum of a data length of 

20 one item or one unit of the information data and a data 
length of one item or one unit of the directory data* 
On the other hand r in the conventional technique shown 
in Pig* 23, the data length of the area not yet used is 
generally larger than the above sum of the data lengths 

25 and there is, therefore, remained an area in which one 
or more items of the inf ozonation data can be recorded. 
Therefore, in the medium recording apparatus according 
to the present invention, the 3ize of the area not yet 
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1 used can be remarkably decreased and use efficiency can 
be increased. 

BRIEF DESCRIPTION OF DRAWINGS 

Fig. 1 is a block diagram showing an arrange- 
5 ment of a first embodiment for realizing a data management 
method according to the present invention; 

Fig, 2 is a diagram showing an example of a 
format of image data; 

Fig. 3 is a diagram showing an example of a 
10 scramble parameter; 

Fig. 4 is a diagram showing a definite example 
of scramble processing and inverse scramble processing 
in the embodiment shown in Fig. 1; 

Fig. 5 is a block diagram showing an arrange- 
IS ment of a second embodiment for realizing a data 

management method according to the present invention; 

Figs. 6 to 8 are diagrams showing definite 
examples of scramble processing and inverse scramble 
processing in the embodiment shown in Fig, 5, respec- 
tively; 

Fig. 9 is a block diagram showing an arrange- 
ment of a third embodiment for realizing a data 
management method according to the present invention; 

Fig. 10 is a block diagram showing an arrange- 
ment of a fourth embodiment for realizing a data 
management method according to the present invention; 

Fig. 11 is a diagram showing a data area of 
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1 a recording medium according to the present invention; 
Fig. 12 is a block diagram showing an 
arrangement of a fifth embodiment for realizing a data 
management method according to the present invention; 
■5 Fig. 13 is a flow chart for explaining an 

operation of the fifth embodiment; 

Fig. 14 is a illustration for explaining a 
function for disabling a data .reproduction operation in 
a sixth embodiment for realizing a data management 
10 method according to the present invention; 

Fig, 15 is a diagram showing a definite 
example of means for enabling the data reproduction 
operation from the recording medium from which the data 
reproduction is disabled; 
15 Figs* 16 to IS are diagrams for showing data 

modulating methods to disable data determination in a 
seventh embodiment for realizing a data management 
method according to the present invention; 

Fig. 19 is a flow chart for explaining an 
20 operation of the seventh embodiment; 

Fig. 20 shows an arrangement of an eighth 
embodiment of a data management method according to the 
present invention and a recording medium for the same; 

Fig. 21 is a block diagram roughly showing 
25 an arrangement of image data filing system which uses 
the data management method according to the present 
invention; 

Fig. 22 is a definite example of a track 
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pattern of a disk-like recording medium in Fig. 21; and 

Fig. 23 is a block diagram showing an 
arrangement of a conventional data management method. 

BEST MODE FOR CARRYING OUT THE INVENTION 

Embodiments of the present invention will be 
described below with reference to the accompanying 
drawings . 

Fig, 1 is a block diagram showing an 
arrangement of a data management system according to a 
10 first embodiment of the present invention. Numeral 1 
indicates a host computer, numeral 11 a scramble table, 
numeral 111 a parameter buffer, numeral 2 a disk drive 
unit, numeral 3 an optical disk, numeral 4 an image 
scanner, and numeral 5 a display unit. 

In the figure, the optical disk 3 is a 5.25 
inch type of optical disk with a cartridge standardized 
on the basis of , for example, ISO-9171 and has an user 
data area and a directory data area. In the user data 
area are recorded many files of image data such as 
X-ray photographs required to manage in units of persons 
and in the directory data area is recorded items of 
directory data, which are respectively provided for the 
files of the image data, and each of which includes 
data representing an start address, a data length, and 
a file name. Here, scramble processing is performed 
for the image data and the directory data and methods 
of the scramble processing are different from one another 
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1 for every optical disk. 

If an user designates a necessary file name 
and inputs a parameter inherent to the user, e,g, , a 
fingerprint, a retina pattern, a sign, from the image 
•5 scanner 4, the host computer 1 loads these and generates 
a scramble parameter from the parameter to store the 
same in the parameter buffer 111 of the scramble liable 
11, Then, the host computer 1 starts the disk drive 
unit 2 and causes it to start a data read-out operation 

10 from the optical disk 3. 

First, the data reproduction operation is 
performed for an item of the directory data recorded 
in the directory data area of the optical disk 3. The 
recorded directory data- item, which has been subjected 

15 to the scramble processing, is read out and supplied to 
the host computer 1. Inverse scramble processing for 
the supplied directory data item, is performed by the 
host computer 1 in accordance with a scramble parameter 
stored in the parameter table 111 of the scramble table 

20 11 to obtain a reproduced item of the directory data* 
A file name in the reproduced directory data item is 
compared with the file name designated by the user. 
When both file names coincide with each other, start 
address data and data length data are extracted from 

25 the reproduced directory data item which includes data 
representing the file name and supplied to the disk 
drive unit 2 to cause it to read out a file of the image 
data, having the file name and designated by the "User, 
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1 from the user data area of the optical disk 3. This read 
out file of the image data is supplied to the scramble 
table 11 of the host computer 1. The inverse scramble 
processing is performed for the image data in the 
5 supplied file in accordance with the scramble parameter 
stored in the parameter buffer 111 to obtain reproduced 
image data, similar to the read out directory data item. 
The reproduced image data is converted into an analog 
image signal and supplied to the display unit 5. 
10 Here, if original data is correctly reproduced 

from data recorded on the optical disk 3 by performing 
the inverse scramble processing for the recorded data 
in accordance with the scramble parameter stored in the 
scramble buffer 111, an original directory data item can 
15 be reproduced from an directory data item read out from 
the optical disk 3. In addition, desired image data can 
be read out from the optical disk 3 on the basis of the 
start address and the data length in the reproduced 
directory data which includes the file name designated 
20 by the user and original image data can be correctly 
reproduced from the recorded image data by using the 
scramble table 11 and the analog image signal is 
generated from the original image data so that an image 
required by the user is displayed on the display unit 5. 
25 However, with the mounted optical disk 3, when 

the scramble parameter stored in the parameter buffer 
111 does not correspond to the scramble processing for 
data recorded on the optical disk 3, the original directory 
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1 data item cannot be correctly reproduced from -the read- 
out directory data item from the optical disk 3 by using 
the scramble table 11. Therefore, a file name in any 
directory data does not coincides with the file name 

.5 designated by the user so that reproduction of image 
data from the optical disk 3 cannot be performed • In 
addition, even if there is directory data having a 
file name which erroneously coincides with the designated 
file name, the original image data cannot correctly 

10 reproduced from the image data read out from the optical 
disk 3 in accordance with the directory data in the 
scramble table 11, since data represented by the start 
address and the data length in this case is random and 
the read out image data is quite different from the 

15 desired image data by the user. Therefore, meaningless 
image is only displayed on the display unit 5, 

In this manner, only when the scramble 
parameter corresponding to the scramble processing/ to 
which data recorded on the mounted optical disk 3 has 

20 been subjected, is stored in the parameter buffer 111, 
the image data required by the user can be reproduced 
from the optical disk 3 and an correct image based on the 
image data can be displayed on the display unit 5. 
Here, the scramble processing method of data recorded 

25 on the optical disk 3 corresponds to a parameter inherent 
to the user such as a fingerprint, a retina pattern 
and sign, and the scramble parameter stored in the 
parameter buffer 111 is formed from the inherent 
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1 parameter. Therefore, a correct data read -out operation 
from each optical disk 3 can be performed only by the 
user who owns the optical disk 3, In addition, though 
image data recorded on the optical disk 3 can be read out 
5 by usual disk drive unit/ the read out Image data has 
been subjected to the scramble processing. Therefore, 
even if the read out image data is converted into the 
image signal and supplied to the display unit, a correct 
image cannot be displayed* 
10 As described above, in the embodiment, only 

a specific person can correctly perform a reproducing 
operation of data from an optical disk, and thereby secret 
of data can be kept. 

When image, data is to be recorded on the optical 
15 disk 3, the parameter inherent to the user is first 
input by the image scanner 4 and a scramble parameter 
obtained from the inherent parameter is stored in the 
parameter buffer 111. Then, a desired image is input 
by the image scanner 4 and an image signal corresponding 
20 to the desired image is converted into digital image 
data which is supplied to the host computer 1, The 
host computer 1 performs the scramble processing for 
the supplied image data in accordance with the scramble 
parameter stored in the parameter buffer 111 of the 
25 scrajnble table 11 and supplies the processing results 
to the disk drive unit 2. Thus, the image data which 
has been subjected to the scramble processing is recorded 
on the user data area of the optical disk 3. At the same 
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1 time, an item of the directory data corresponding to 
the image data is subjected to the scramble processing/ 
similar to the image data, and recorded on the directory- 
data area of the optical disk 3* 
.5 Next, the scramble processing method which is 

used in the embodiment will be described below. 

The scramble processing is for changing an 
arrangement of bits constituting original data and the 
original * data is converted into data quite different 

10 from the original data by the scramble processing. 
Therefore, the original data can be reproduced by 
restoring the bit arrangement of the scrambled data which 
has been subjected to the scramble processing, i.e., 
by the inverse scramble processing. The scramble proces- 

15 sing is performed in accordance with a scramble program, 
and, in this embodiment, the scramble processing is 
performed based on the above scramble parameter by using 
the one scramble program.. From the above reason, if 
the scramble parameter is different, the scramble 

20 processing is also different. 

An example of the scramble processing method 
in which the scramble processing is different for every 
scramble parameter will be described belov with reference 
to Figs. 2 to 4. 

25 Fig- 2 shows an example of image data which has 

resolution of 512 dots (pixels) in a horizontal direction 
and 512 dots in a vertical direction, each dot being 
represented by 8-bit data. Therefore, when the image 
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1 data is a monochromatic image, it is multivalue image 
having gradation of 256 levels. 

The scramble parameter is obtained by analyz- 
ing a fingerprint, a retina pattern, sign or the like of 
-5 a person and converting it into a digital value. The 
number of bits of the parameter can be arbitrarily 
determined and an example in which it is 12-bit constitu- 
tion, i.e-, 3 digits in hexadecimal notation is shwon 
in Fig. 3. Here, 0^ is a most significant bit (a MSB) 
10 and Dq is a least significant bit (an LSB) . The 
scramble parameter in this case is assumed to be 
001101000101 and therefore it is (345) 16 in hexadecimal 
notation . 

It is assumed that upper four bits D-^ to D g 
15 and lower eight bits D ? to D Q of the- scramble parameter 
are used in the scramble program to designate the number 
of rotations of data bits in a MSB direction and to 
perform exclusive OR processing for data which has been 
subjected to the rotation processing, respectively. 
20 The scramble processing is performed for the 

data in units of 8-bits- If the scramble processing is 
performed for 8-bit data having a bit a ? as a MSB and 
a bit a^ as an LSB, as shown in Fig. 4A r by using the 
scramble parameter shown in Fig. 3, the 8-bit data shown 
25 in Fig. 4A is rotated three times in a left direction 
on the figure to convert the 8-bit data into 8 -bit 
data shown in Fig. 4B, since the upper four bits to 
D a of the scramble parameter represents a value (3) lc . 
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Then, the exclusive OR processing is performed between 
each bit of the 8 -bit data shown in Fig. 4B and a 
corresponding bit of the lower eight bits T> 1 to D Q 
having the bit D ? shown in Fig. 3 as the MSB. That is, 
the exclusive OR processing is performed between the 
bit D 7 and the bit a 4 as the MSB of the 3 -bit data shown 
in Fig- 4B, the bit D g and the bit a^, the bit D 5 and 
the bit a 2 , the bit D 4 and the bit a^, the bit D 3 and 
the bit a^r the bit D 2 and the bit a ? , the bit and 
the bit a^, the bit D Q and the bit a 5 * Since the bits 

Dg, X>2' an(3 > D o are the bit a 3' a 7' and a 5 s h own 

in Fig. 4B, which are to be subjected to the exclusive 
OR processing together with the bits D^, / and D Q , 
respectively, are inverted to be the bit a 3 f (=*a 3 ), 
a ? 1 (-a^ 7 ) # and a 5 . Since the other bits D ? , D^, 

, D^, are "0", the bit a^, a l' a O' an( * a 6 

shown in Fig. 4B, which are to be subjected to the 
exclusive OR processing together with the bits Dj , D^, 
D^ r D^/ and respectively, are not changed, as data 
bits shown in Fig, 4C. That is, the 8-bit data shown 
in Fig. 4C is obtained when the scramble processing is 
performed for the 8-bit data shown in Fig. 4a in accord- 
ance with the above scramble program by using the 
scramble parameter shown in Fig. 3. 

In this manner, when the inverse scramble 
processing is performed for data for which the scramble 
processing has been performed, the same scramble parameter 
is used. However, in this case, the exclusive OR 
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1 processing is first performed for the lower eight bits 
D 7 to Dq of the scramble parameter and the 8-bit data 
shown in Fig. 4C, in the same manner as described above. 
As a result, the 8-bit data is obtained as shown in 

5 Fig. 4B, Next, the 8 -bit data shown in Fig. 4B are 

rotated in the LSB direction opposite to that when the 

scramble processing is performed, by the value (3) 1c 

16 

represented by the upper four bits to D 9 , i.e., 

three times. As a result, the original 8-bit data shown 
10 in Fig. 4A is obtained. 

In this manner, the original data can be 
reproduced by using the same scramble parameter as used 
in the scramble processing. If any bit of the scramble 
parameter in the scramble processing and the inverse 
15 scramble processing is different, the original data 
cannot be reproduced. 

Thus, when the scramble processing and the 
inverse scramble processing are performed for data in 
units of eight bits, the above two processing are 
20 performed for each dot (pixel) in the image data consti- 
tuted as shown in Fig* 2. 

Note that, in the embodiment, the recording 
medium may be not only the optical disk, but also another 
recording medium such as an optical card, a magnetic disk, 
25 or a magnetic tape. In addition, the constitution of 
the image data shown in Fig. 2, and the scramble 
processing method described with reference to Figs. 3 
and 4 are only examples, and a personal identification 
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1 number may be used as the input information inherent to 
a person in an IC card system ♦ 

Fig. 5 is a block diagram showing an arrange- 
ment of a data management system according to a second 
.5 embodiment of the present invention. Numeral 12 
indicates a scramble memory and the same reference 
numerals are assigned to components corresponding to 
those shown in Fig. 1. 

In the figure, many scramble programs are 

10 stored in the scramble table 12 in the host computer 1 
and the directory data and the image data recorded, on 
the optical disk 3 has been subjected to the scramble 
processing in accordance with one o£ the stored scramble 
programs. Here, the scramble program used in "the 

15 scramble processing is referred to as a selected 
scramble program hereinafter. 

When the user designates a necessary file name 
and a scramble program, the host computer loads the 
file name and read out the designated scramble program 

20 from the scramble memory to store the same in the 

scramble table 11, Here, numbers are assigned to the 
scramble programs, respectively, and the scramble 
program is designated by inputting the number assigned 
to the scramble program as the personal identification 

25 number. After the above processing is performed, the 
host computer 11 starts the disk drive unit 2 and 
causes it to start a data reading out operation from the 
photo disk 3 . 
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1 First, the reading out operation from the 

directory data area of the optical disk 3 is performed 
and the directory data, which has been subjected to the 
scramble processing, is read out. The read out directory 
.5 data is supplied to the host computer 1. In the host 
computer 1, the supplied directory data is subjected to 
the inverse scramble processing in accordance with the 
scramble program stored in the scramble table 11 and 
the file name in each item of the directory data is 
10 compared with the file name designated by the user. 
When coincidence is obtained between the file names, 
a start address and a data length are read out from 
an item of the directory data including the file name 
and supplied to the disk drive unit 2, and a file of 
15 the image data having the same file name as designated 
by the user is read out from the user data area of the 
optical disk 3, The read out image data is supplied to 
the scramble table of the host computer 1, the inverse 
scramble processing is performed for the read out image 
20 data in accordance with the above scramble parameter 
stored in the scramble table 11 , similar to the 
directory data, and further converted into an analog 
image signal to be supplied to the display unit 5. 

Here, if the scramble program stored in the 
25 scramble table 11 is identical to the selected scramble 
program used in the recording operation of the image 
data and original data can be correctly reproduced from 
data recorded on the optical disk 3 by the inverse 
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1 scramble processing, the original directory data can 

be correctly reproduced from the directory data ^recorded 
on the optical disk 3. Subsequently, desired image data 
can read out from the optical disk 3 in accordance with 
-5 a start address and a data length in the reproduced 
directory data including a file name designated by a 
user and the original image data can be correctly 
reproduced from the read out image data to generate the 
analog image data signal from the original image data 

10 and then to display a desired image corresponding- to 
the original image data on the display unit 5. 

However, with the mounted optical disk 3, when 
the scramble program stored in the scramble table 11 
does not coincide with the above selected scramble 

15 program and does not correspond to the scramble proces- 
sing concerning the recorded data on the optical disk 3 , 
the original directory data cannot be correctly repro- 
duced from the directory data read out from the optical 
disk 3. As a result, the file name included in any 

20 item of the directory data does not coincide with the 
file name designated by the user. Therefore, a 
reproducing operation of the image data from the optical 
disk 3 cannot be performed- In addition, even if an 
item of the directory data including the file name 

25 coinciding with the file name designated by the user is 
accidentally obtained, the original image data cannot 
be reproduced from the image data which is read out 
from the optical disk 3 in accordance with the directory 
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1 data item in the scramble table 11. This is because 
an extracted start address and data length are random 
in this case and the read out image data r therefore, 
is quite different from that required by the user. 
-5 Thus, meaningless image is displayed only on the display 
unit 5* 

In this manner, only when a scramble program 
which corresponds to the select scramble program for 
the scramble processing concerning the recorded data on 
,0 the optical disk 3 is stored in the scramble table 11, 
the original image data requested by the user can be 
reproduced from image data on the optical disk 3 and a 
correct image can be displayed on the display unit 5 
based on the reproduced image data- Therefore, the 
5 correct data reproducing operation from the optical disk 
can be performed by only the user who can designate 
-the selected scr ample program. The recorded data on 
such a photo disk can be reproduced even by using a 
usual drive unit. However, since the reproduced data 
3 has been subjected to the scramble processing, the 
correct image cannot be displayed on the display unit 
even if the reproduced image data is converted into the 
image data signal to supply the signal to the display 
unit, 

i An apparent from the above, according to this 

embodiment, only the user who can designate the selected 
scramble program can correctly perform the reproducing 
operation of the original data from the optical disk 3. 
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1 From the above reason, when an image such as an X-ray 
photograph which is undesirably known by another person 
is filed, secrecy of data of the image can be achieved 
by informing a secret identification number of the 
■5 selected scramble program to only a person who owns the 
optical disk 3, 

In order to record a desired image on the 
optical disk 3, a person first input a secret identifica 
tion number to designate the selected scramble program* 

10 The host computer reads out the designated scramble 

program from the scramble memory 12 in response to the 
input secret identification number and stores the read 
out program as the selection scramble program in tiie 
scramble table 11. Then, the person inputs the desired 

15 image by the image scanner 4 and an image data signal 
thus obtained is converted into digital image data and 
the image data is supplied to the host computer 1* 
The host computer 1 performs the scramble processing 
for the supplied image data in accordance with the 

20 scramble program stored in the scramble table 11 and 
supplies the processing result to the drive unit 2* 
Thus, the image data which has been subjected to the 
scramble processing is recorded in a user data area on 
the optical disk 3. In addition to this, the directory 

25 data corresponding to the image data is subjected to 
the scramble processing similar to the image data and 
recorded in a directory data area on the optical disk 3, 
Next, the scramble processing method used in 
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1 the embodiment will be described below . 

The scramble processing is processing for 
changing an arrangement of bits constituting data. By 
this processing the original data is converted into 
5 data quite different from the original data. The 
original data can be reproduced by changing the bit 
arrangement of the data obtained as a result of the 
scramble processing to a original state, i.e., by 
performing the inverse scramble processing for the data. 
10 This scramble processing is performed in accordance with 
the scramble program and the original data is reprodced 
by performing the inverse scramble processing for the 
data in accordance with the same scramble program. If 
the inverse scramble processing is performed for the 
data in accordance with a scramble program different 
from that used in the scramble processing, the original 
data cannot be reproduced. 

It -is assumed that the image data has resolu- 
tion of 512 dots (pixels) in a horizontal direction and 
512 dots (pixels) in a vertical direction and each dot 
corresponds to 8 -bit data, as shown in Fig. 2. 

The scramble processing for such image data 
or the inverse scramble processing is performed in units 
of either bits, i.e., in units of dots (pixels). There 
are many methods of the scramble processing and many 
scramble programs corresponding to the methods are 
stored in the scramble memory in the host computer 1. 
A scramble processing method in which rearrangement of 
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the eight bits is performed will be described below with 
reference to Fig, 6. 

Fig* 6 shows an example of the methods of 
rearranging bits and the method corresponds to one 
scramble program- 
In this processing method, of bits D ? r D g/ Dg, 
... Dq of 8-bit data haying the bit D ? as a MSB 
(a most significant bit) , and Dq as an LSB (a least 
significant bit) , as shown in Fig. 6A, the upper four 
bits Dj to D 4 and the lower four bits D 3 to D Q are 
shifted into a lower bit side and a upper bit side by 
our bits, respectively, in order to obtain data shown 
in Fig* 6B whose bits are rearranged. This is the 
scramble processing performed in accordance with one 
scramble program and inversely the data shown in Fig* 6B 
is converted into the data shown in Fig, 6A in the 
inverse scramble processing in accordance with the same 
scramble program. 

There are 8x7x6x5x4x3x2x 1 ** 
40320 methods of the bit rearranging processing for 8- 
bit data. Therefore, when all the methods can be used, . 
40320 scramble programs are stored in scramble memory 
12 shown in Fig. 5. 

Such many scramble processing methods of the 
same type wherein methods of rearranging bits are 
different from one another may be used or combinations 
of many scramble processing methods of different types 
may be used. For example, scramble processing may be 
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1 added in which operation processing with another item 

of 8-bit data is performed together with the bit rearran- 
±ng processing and thereby the number of scramble 
processing methods can be increased. In addition, 
5 many scramble programs having different parameters may 
be provided and a scramble processing method may be 
performed in accordance with the parameter. An example 
of the scramble processing methods in this case will be 
described below with reference to Pigs. 7 and 8. 
10 Pig. 7 shows an example of a parameter repre- 

sented by a 12-bit constitution and representing a 
value of three digits in hexadecimal notation. Here, 
it: is assumed that the scramble parameter in this case 
is (001101000101) which has a bit as a MSB (a most 

significant bit) and a bit D Q as an LSB (a least 
significant bit). Therefore, a value (345) 16 is 
represented by this scramble parameter in hexadecimal 
notation. 

The scramble parameter is used in the scramble 
program such that the upper four bits to D Q indicates 
the number of times for the data bits to be rotated in 
a upper bit direction and the lower eight bits D ? to D 4 
are used for exclusive OR processing with the shifted 
data bits. 

Thus, the scramble processing is performed for 
the data in units of 8-bits. It is assumed that the 
scramble processing is performed for data having a bit 
a ? as a MSB and a bit a Q as an LSB, as shown in Pig. 8A, 
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in accordance with the scramble program having the 
parameter shown in Fig. 7. At this time, since the 
upper four bits to of the parameter represents 
data (3)^/ the data bits shown in Pig, 8A is first 
rotated three times in a left direction on the figure 
and, as a result of the rotations , converted into 8-bit 
data shown in Fig. 8B, Then, the exclusive OR proces- 
sing is performed for each bit of the 8-bit data shown 
in Fig* 8B and a corresponding one of the lower eight 
bits having the bit D ? as a MSB shown in Fig, 7„ More 
specifically, the exclusive OR processing is performed 
between a bit a^ as a MSB of the 8 -bit data shown in 
Fig, 8B and the bit D^, a bit a 3 and the bit Dg , a bit 
a 2 and the bit D 5 , a bit a^ and the bit , a bit a Q 
and the bit D^, a bit a^ and the bit D 2 , a bit and 
the bit D^, and a bit a^ and the bit Dq. Here/ since 
the bits Dg, D 2 f and D Q of the scramble parameter are 
"1", the bits a^, a.^, and a^ of the 8-bit data shown in 
Fig- 8B which are respectively subjected to the exclusive 
OR processing together with the bits , D 2 , and D^, 
are inverted to be a' 3 (=a 3 ) , a' 7 (=a ? ), and a* 5 (=a 5 ) . 
In contrary, since the other bits D ? , D^, D^, D 3 , and 
D x are "0 rt , the bits a 4 , a 2 , a^ a Q , and a g of the 
8-bit data shown in Fig. 8B which are respectively 
subjected to the exclusive OR processing together with 
the bits Dj, D 4 , D^, and D^, are not changed to be 
used as bits of data shown in Fig. 8C. That is, the 
8-bit data shown in Fig, 8C is obtained when the scramble 
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1 processing is performed for the data in accordance with 
the scramble program having the parameter shown in Pig. 
7. 

When the inverse scramble processing is 
■5 performed for the data thus scrambled, the scramble 
program having the same parameter that shown in Fig. 7 
is used* In this case, however, the exclusive OR proces 
sing is performed for the lower eight bits D ? to D Q and 
the 8-bit data shown in Fig. 8C. As a result, the 8-bit 
10 data shown in Pig, 8B is obtained. Then, the 8-bit data 
shown in fig. 8B is rotated by the number of times 
represented by a value (3) lg of the upper four bits 

to D g of the parameter shown in Fig. 7, i.e. three 
times, in a lower bit direction, which is opposite to 
15 the direction when the scramble processing is performed. 
Thus, the original 8-bit data shown in Fig. 8A can be 
obtained. 

In this manner, the original data can be 
reproduced by using the scramble program having the 
20 same parameter as in the scramble processing. 

Fig. 9 is a block diagram showing an arrange- 
ment of a data managing system according to a third 
embodiment of the present invention. In the figure, 
numeral 1' and 3' indicate a host computer and an optical 
25 disk, respectively and the same reference numerals are 
assigned to components corresponding to those in Fig. 5. 

In the embodiment shown in Fig. 5, the scramble 
memory 12 is provided in the host computer 1 and many 



EP 0 396 774 A1 , _ 

- 36 - 

scramble programs are stored in the memory 12. However, 

y 

in the embodiment shown in Fig« 9, many scramble 
programs are recorded in each optical disk 3 1 such that 
these programs cannot be deleted. A secret identifica- 
tion number is input in a recording or reproducing 
operation of data. A scramble program is read out from 
the optical disk 3 ' in response to the input secret 
identification number and stored in the scramble table 
11 in the host computer . 1 1 • The same operations as 
those described in Fig* 1 except for the above operation 
are performed. As a matter of course, each scramble 
program on the optical disk 3' is not subject to the 
scramble processing. 

Note that the recording medium such as an optical 
card, a magnetic card, or a magnetic tape may be used 
in place of the photo disk in the second and third 
embodiments. 

Fig. 10 is a block diagram showing an arrange- 
ment of a fourth embodiment for realizing the data 
management method according to the present Invention ♦ 
The same reference numerals are assigned to components 
corresponding to those shown in Fig. 1. 

In the figure, the photo disk has the same 
user data area and directory data area as those shown 
in the embodiment in Fig. 1. As shown in Fig. 11, a 
scramble program is recorded in the user data area and 
the scramble processing is performed for image data and 
directory data in accordance with the scramble program. 
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1 The scramble program is recorded at an arbitrary position 
of the user data area which is designated by a user. 

In Fig, 10, when desired image data is to be 
reproduced from the optical disk 3, a user first designates 
5 a file name of the image data and an address AA (shown 
in Fig. 11) which represents the recorded position of 
the scramble program on the optical disk 3, The host 
computer 1 receives the file name and the address AA 
and reads out the scramble program from the optical disk 
3 to store the same in the scramble table 11. After the 
above processing is performed , the host computer 1 
causes the disk drive unit 2 to start a reproducing 
operation of the image data from the photo disk 3. 

First, a reading out operation of scrambled 
directory data from the optical disk 3 is performed. 
That is, the recorded directory data, which has been 
subject to scramble processing, is read out and supplied 
to the host computer 1. The host computer 1 performs 
inverse scramble processing for the supplied directory 
data in accordance with the scramble program stored in 
the scramble table 11 to obtain reproduced directory 
data and compares a file name in the reproduced 
directory data with the file name designated by the 
user. When coincidence is obtained between the both 
file names, a start address and a data length are 
extracted from the reproduced directory data including 
the file name and supplied to the disk drive unit 2 
to cause the disk drive unit 2 to read out scrambled 
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image data in a file having the file name designated 
by the user from the user data area of the optical disk 
3. The read out image data is supplied to the scramble 
table 11 in the host computer 1 and the inverse* scramble 
processing is performed for the supplied image data in 
accordance with the above scramble program stored in 
the scramble table 11, similar to the read out directory 
data to obtain reproduced image data. The reproduced 
image data is converted into an analog image signal and 
supplied to the display unit 5. 

A recording operation of the scramble program 
is performed when an optical disk which is not yet used 
is first mounted or when the first image data is recorded 
on an optical disk which is not yet used- The scramble 
program, which is input to the host computer 1 t>y a 
user, may have a predetermined constitution or laave a 
constitution arbitrarily formed by the user- Even in 
either case, the inverse scramble processing can be 
performed only in accordance with the scramble program 
read out from the optical disk to reproduce data. 

In the recording operation of the scramble 
program, the scramble program is input and the recording 
position of the scramble program on the optical disk 3 is 
designated as a start address AA. The host computer 1 
starts the disk drive unit 2 to cause it to record the 
scramble program in the designated recording position 
on the optical disk 3 without performing the scramble 
processing for the program. Note that a data length of 
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the scramble program is preferably predetermined and 
constant, because the scramble program can be read out 
from the optical disk 3 by only the designation of the 
start address AA. 

When the image data is to be recorded on the 
photo disk 3, the user designates, the recording position 
of the scramble program on the optical disk 3 as the start 
address AA. The host computer 1 starts the disk drive 
unit 2 in response to the start address AA to cause it 
to read out the scramble program from the optical disk 
3 and stores the read out scramble program in the 
scramble table 11. Then, a desired image is input by 
the image scanner 4. An image signal obtained as a 
result of input is converted into the digital image data 
and the image data is supplied to the host computer 1. 
The host computer 1 performs the scramble processing for 
the supplied image data in accordance with the scramble 
program stored in the scramble table 11 and supplies 
the scrambled image data, to the disk drive unit 2. As 
a result , the scrambled image data is recorded in the 
user data area on the optical disk 3. As well as the 
scrambled image data, the scramble processing is 
performed for directory data corresponding to the image 
data and the scrambled directory data is recorded in 
the directory data area on the optical disk 3. 

As apparent from the above, only when the 
scramble program is correctly read out from the optical 
disk 3, the original directory data can be correctly 
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1 reproduced from the scrambled directory data read out 

from the optical disk 3. In addition, the scrambled image 
data can be correctly read out from the photo disk 3 in 
accordance with the start address and the data length 
•5 in the directory data including the file name designated 
by the user. Then, the original image data can be 
correctly reproduced from the read out image data in 
* the scramble table 11 and the analog image signal is 
generated from the image data- As a result, the image 

10 requested by the user can be displayed on the display 
unit 5, In addition, since the scramble program is 
recorded on a position of the optical disk 3 arbitrarily 
designated by the user, there is almost not the pos- 
sibility that another person can correctly read out 

15 the scramble program- Further, when the scramble program 
cannot be read out, the image data cannot be recorded 
on the optical disk 3* This enables to prevent data on 
the optical disk 3 from being destroyed by another person. 
Therefore, only the specific user, who can 

20 designate a recording position of the scramble program 

on the optical disk 3, can correctly perform the reproduc- 
ing operation of data from the optical disk 3. Prom this 
reason, when an image such as an X-ray photograph which 
is undesirably known by another person is filed, secrecy 

25 of the image can be kept since only the user who owns 
the optical disk 3 knows the recording position of the 
scramble program. 

Next, a scramble processing method used in 
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1 the embodiment will be described below. 

The scramble processing "is processing for 
changing an arrangement of bits constituting data. As 
a result of this processing, the original data can be 
5 converted into data quite different from the original 
data. Therefore, the original data can be reproduced 
from the converted data, which has been subject to the 
scramble processing, by restoring the bit arrangement 
of the converted data to the original state, i.e„, by 
10 performing the inverse scramble processing for the 
converted data* That is, the scramble processing is 
performed for the original data in accordance with the 
scramble program and the inverse scramble processing 
is performed for the scrambled data in accordance with 
the identical scramble program with the result that the 
original data can be reproduced. 

Here r it is assumed that image data has 
resolution of 512 dots (pixels) in a horizontal direction 
and 512 dots (pixels) in a vertical direction, as shown 
in Fig* 2 and that each dot is represented by 8-bit 
data. 

The scramble processing or the inverse scramble 
processing is performed for the image data in units of 
eight bits, i.e., in units of dots (pixels). There are 
many scramble processing methods and the same method as 
described in Fig. 6 can be used as the scramble proces- 
sing for performing rearrangement of eight bits. 

A scramble program for the scramble processing 
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1 and the inverse scramble processing can be used for all 
the photo disks. In this case, the scramble program 
is identical for all the optical disks. However , recording 
positions of the scramble program on the photo disks are 
.5 different from one another for all the optical disks or 
for all users. Therefore, even though an institution of 
the scramble program is known by another person, there 
is no problem if the recording position of the program 
is not known • As a matter of course, the scramble 

10 program may be created by the user and used. In addi- 
tion, the scramble programs may be different from one 
another for every optical disk. 

If the scramble program is recorded on the 
photo disk by the manufacturer of the optical disk in 

15 advance since it is not necessary for the user to know 

contents of the scramble program, an address representing 
the recording position of the scramble program on the 
photo disk may be informed to only the user. 

Note that not but the optical disk but also 

20 another type of recording medium such as a photo card, 
a magnetic disk, or a magnetic tape may be available 
as the recording medium in the fourth embodiment or 
in Fig, 11. The scramble table 11 may be realized by 
a program of software or hardware and may be provided 

25 in another location, e.g., in the disk drive unit 2. 

Fig. 12 is a block diagram showing an arrange- 
ment of a fifth embodiment for realizing a. data management 
method according to the present invention* Numerals 
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1 21 and 22 indicate image buffers and the same reference 
numerals are assigned to components corresponding to 
those shown in Fig. 1. 

In the figure, the photo disk 3 has a user 
-5 data area and a directory data area similar to the 
embodiment shown in Fig. 1. Image data and directory 
data are recorded in the user data area and the directory- 
data area to have, specific formats , respectively. The 
optical disk 3 further has a specific area (to be referred 
10 to as an information reference area hereinafter) , which 
is different from the user data area or the directory 
data area, and in which specific information represent- 
ing a user such as an . owner of the optical disk 3 (to be 
referred to as user inherent information hereinafter) 
IS is recorded. As the user inherent information, 

information representing a physical feature such as a 
fingerprint, a retina pattern, or a photograph of the 
user's face, information representing a feature yielded 
from the user such as a handwriting, a voiceprint, or 
20 information representing a thing which the user owns 

such as a seal may be used. It may be a secret identifi- 
cation number representing a numeral pattern • 

When the user inherent information is image 
information such as the fingerprint, the image scanner 
25 4 acts as input means for inputting the image information 
such the fingerprint of the user who mounts and uses 
the optical disk 3 in the disk drive unit 2. If the user 
inherent information is a voiceprint, a microphone is 
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1 used as the input means, and if it is a secret identifi- 
cation number, a keyboard is used as the input means. 
The information input from the input means is referred 
to as comparison information hereinafter. Now, an 
-5 operation in a case that the comparison information is 
the image information will be described below. 

The disk drive unit 2 is provided with two 
image buffers 21 and 22 and comparing means (not shown). 
After the comparison information input from the image 

10 scanner 4 is processed by the host computer 1, it is 
stored in the image buffer 21, and the user inherent 
information read out from the optical disk 3 is stored 
in the image buffer 22. 

An operation of the embodiment will be described 

15 below with reference to Fig. 13. 

First, the optical disk 3 is insert into tlie 
disk drive unit 2 (a step 101) . At this time/ the host 
computer 1 starts the disk drive unit 2 to cause it 
to read out fingerprint image information as the user 

20 inherent information from the information reference area 
of the optical disk 3. The read out user inherent infor- 
mation is stored in the image buffer 22 in the disk 
drive unit 2 (a step 102). Then, when a file name of 
image data requested by the user is designated and tfcie 

25 comparison information of the user, e.g., the fingerprint 
image information is input from the image scanner 4, 
the host computer 1 processes the comparison information 
and transmits the processing result to the disk drive 
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1 unit 2 to store the same in the image buffer 21 (a step 
103) . 

Next, the disk drive unit 2 compares the 
comparison information with the user inherent information 
5 (a step 104) . At this time, the compared result is 

transmitted to the host computer 1. When the comparison 
information coincides with the user inherent information, 
the host computer 1 supplies a data reproduction command 
to the disk drive unit 2. The disk drive unit 2 
reproduces items of directory data from the directory 
data area of the optical disk 3 in response to the data 
reproduction command and the items of the reproduced 
directory data are sequentially supplied to the host 
computer 1- The host computer 1 compares a file name 
in each item of the reproduced directory data with the 
file name designated by the user. When coincidence 
between the both file names is obtained, the host 
computer 1 extracts a start address and a data length 
from an item of the reproduced directory data including 
the file name and supplies them to the disk drive unit 
2 to cause it to read out image data in a file having 
the file name designated by the user from the user data 
area of the optical disk 3. The read out image data is 
converted into an analog image signal by the host 
computer 1 and supplied to the display unit 5. There- 
fore, an image desired by the user is displayed on the 
display unit 5 (a step 5 until this) . Thereafter, the 
photo disk is taken out from the disk drive unit 2 in 
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response to a command input by the -user (a step 107) . 

When the comparison information stored in the 
image buffer 21 in the disk drive unit 2 does not 
coincide with the user inherent information stored in 
the image buffer 22, the host computer 1 inhibits a 
reading out operation of data from the optical disk 3 and 
performs error processing for displaying a message "user 
is not; proper", for example (a step 106) • Thereafter, 
the optical disk 3 is taken out from the disk drive unit 
2 (a step 107) . 

A comparing operation when the user inherent 
information is the fingerprint image information, is 
disclosed in a paper entitled as "fingerprint inquiry 
method for confirming owner of IC card" by Tanaka et. 
al (NEC) at the national conference of the Institute of 
Electronics, Information and Communication Engineers 
of Japan in the autumn of 1988. 

As described above/ according to the embodi- 
ment, since a specific format is employed for: the 
recorded data on the optical disk 3 and whether or not 
the user is a true owner is determined by comparing the 
comparison information with the user inherent informa- 
tion, only the true owner can reproduce the recorded 
data* Therefore, secret of the recorded data on the 
optical disk 3 can be kept. 

Note that the image buffers 21 and 2 2 and the 
comparing means may be provided in a unit such as the 
host computer 1 except for the disk drive unit. 2. 
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1 In addition, registration processing- of the 

user inherent information into the information reference 
area is performs when the user purchase the optical disk 
3, for example. The fingerprint or the like is input 

5 as the user inherent information from the image scanner 
4 by a dealer or user and recorded on the optical disk 3 
in response to a command from the host computer 1, for 
example * 

Next, another embodiment for realizing a data 
10 management method according to the present invention 
will be described below with reference to Figs. 14 and 
15. 

The recording medium such as a optical disk is 
generally of a rewritable type. As a result, when 
the photo disk is fraudulently used, data is overwritten 
on desired data recorded on the optical disk and hence 
there is a case where the desired data is changed or 
destroyed. From the above reason, there is a problem 
in that reliability of the recorded data is decreased. 
Specifically, it is necessary to increase the reliability 
of the recorded data as well as the secrecy of the 
data as to the recording medium for recording personal 
data. The reliability of the data is further more 
increased in this embodiment than in that in Fig. 12. 
For this purpose, in Fig. 13, since fraudulent use of 
thei photo disk is performed when the comparison informa- 
tion does not coincide with the user inherent information, 
a trace of the fraudulent use is recorded on the photo 
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1 disk in the error processing {the step 106) - 

Fig. 14 shows a sector format of the directory 
data area. Here, this is subject to "CONTINUOUS SERVO 
OPTICAL 512 BYTE SECTOR FORMAT " . 

.5 In the error processing (the step 106) of Fig. 

13, address data is destroyed wherein the address data 
represents a track number and a sector number, which 
are formatted in advance, in three " ID + CRC" blocks 
of a sector, in which the directory <iata is recorded, 

10 in one of every two directory data recording areas in 
the directory data area. The address data is recorded 
in a directory data recording area next to the directory 
data recording area for the address data to be destroyed. 
The above-mentioned operation is performed for the 

15 entire directory data area and then the above message 
"user is not proper" is output. The destruction of 
the ID blocks of the directory data on the photo disk 
can be performed by overwriting. 

When the photo disk thus processed is inserted 

20 in the disk drive unit again, the directory data cannot 
be reproduced since the directory data cannot be 
correctly read out from the above directory -data record" 
ing area of the directory data area. Therefore, it can 
be determined that the optical disk is fraudulently 

25 used. 

On the other hand, user data, which secrecy 
must be kept, is generally recorded on one optical disk 
and the photo disk must be prepared such that it can be 
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1 always used. For this purpose, the optical disk in which 
the address data is destroyed must not be destroyed 
without performing any processing, and data recorded on 
the photo disk must be copied to another optical disk, so 
5 that it can be used again. 

Fig. 15 shows a definite example of the disk 
drive unit which can reproduce the user data from the 
photo disk whose data is destroyed as described above. 
In the figure, the disk drive unit 6 is 
10 provided with a sector mark counter 61 and an address 

mark counter 62 ♦ when the optical disk processed as shown 
in Fig, 14 is inserted into the disk drive unit 6, a 
data recovering operation is first performed for the 
directory data area* 
15 Even though a data reproduction operation is 

performed for the recording area whose address data is 
destroyed is recovered, any sector in the recording area 
cannot be determined. However, each sector in the next 
recording area can be determined since the address 
20 data is recorded in the next recording area. As described 
above, since the address data of the recording area 
immediately before the next recording area is recorded 
in this next recording area, this address data is read 
out. If the address data is now assumed to be 0010 to 
25 0016 in decimal notation, the disk drive unit 6 reads 
out data on the same track- At this time, if the 
address data 0009 is read out from the not destroyed 
recording area, the sector mark counter 61 and address 
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mark counter 62 are reset to be 0, respectively* Then, 
the destroyed recording area is recovered. For this 
purpose, the sector mark counter 62 is counted up by 
1 each time a sector mark SM is detected in each sector 
shown in Pig. 14 and the address mark counter 61 is 
counted up by 1 each time an address mark AM is detected. 
These counts represents the address data of each sector. 
Wow, if the count value of the sector mark counter 61 
is 1 and the count value of the address mark counter 
62 is 3, the sector is determined to have sector address 
data 0010. Similarly, the count value of the sector 
mark counter 61 is n (1 _< n _< 10) and the count value 
of the address mark counter 62 is 3n, it is determined 
to have address data (0010 + n) • In this manner, 
address data of the destroyed sector can be recovered 
and the directory data can be reproduced from each 
recording area. 

A seventh embodiment for realizing the data 
management method according to the present invention 
wherein reliability of recorded data on the optical disk 
can be increased, will be described below with reference 
to Figs. 16 to 18. 

In this embodiment, directory data recorded 
in the directory data area is modulated such that it 
cannot be determined. 

More specifically, the directory data recorded 
in the directory data area of the optical disk is 
destroyed in the error processing in Fig. 13 (the step 



EP 0 396 774 A1 ' ' 1 . . ' . 

- 51 - 

1 106) . As a result, an address of image data in the user 
data area cannot be designated . As another example, 
data (modulation data) of a specific pattern is over- 
written on the recorded directory data to modulate the 
5 directory data. As a result, the directory data can 
be read out but cannot be determined. In this case, 
the original directory data can be reproduced by using 
demodulation data of a specific pattern. Therefore, 
the directory data and the user data can be copied to 
10 another optical disk. 

Modulation processing and demodulation proces- 
sing for the directory data by using overwrite processing 
are shown in Figs, 16 to 18. 

If the directory data is assumed to be 
15 subjected to 2-7 modulation processing, data of a 
pattern represented as modulated data is obtained by 
performing the 2-7 modulation processing for original 
data represented as demodulated data, as shown in Fig* 
16. If the overwrite modulation processing is performed 
for the modulated data such that one "1" bit always 
follows to a "1" bit in the modulated data, data before 
the error processing as the modulated data is converted 
into data after the error processing, as shown in Fig. 
17 • The data after the error processing is no longer 
the modulated data obtained by performing the 2-7 
modulation processing for the original data. Therefore, 
the data after the error processing cannot be reproduced 
with the result that the directory data cannot be 
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1 determined. 

In order to determine such data after the 
error processing/ the demodulation processing- must be 
performed, in which a bit next to a "1" bit following 
.5 to a "0" bit is changed to a "0" bit* As a result, the 
original demodulated data can be reproduced from the 
data after the error processing/ as shown in Fig. 18 
and copied to another optical disk. 

A program for destruction processing for the 

10 directory data or for the modulation processing by the 
overwrite processing, i.e., an error program may be 
provided in the disk drive unit but may be written in 
a specific area of the optical disk. In this case, as 
shown in Fig. 19, the error program is read out from the 

15 optical disk at a time when the optical disk is inserted 
in the disk drive unit (the step 101) . The read out 
program is stored in an error processing tabie in the 
disk drive unit (a step 108) . Thereafter, ttie same 
processing as that shown in Fig. 13 is performed. When 

20 the error processing is required (the step 106) , the 
error processing is performed in accordance with the 
error program. 

Fig. 20 shows an embodiment of the recording 
medium shown in Fig, 8 in an embodiment for realizing 

25 a data managemient method according to the present 
invention . 

In the figure, if a head scanning direction 
in the data recording area on the disk is represented by 
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an arrow mark X, addresses 0, 1, 2, . r are sequen- 
tially assigned to sectors in the data recording area 
in the arrow mark X direction. Therefore, the address 0 
indicates a start sector of the data recording area and 
the address r indicates an end sector thereof* Here, 
it is assumed that one item of the directory data is 
written in one sector for purpose of simple description. 

Items of the directory data are sequentially 
recorded on the data recording area from the start 
sector of the address 0 in the arrow mark X direction 
and files of image data are seqentially recorded from 
the end sector of the address r in an arrow mark Y 
direction opposite to the arrow mark X direction » 

More specifically, when a file of the first 
image data A is recorded on the data recording area in 
which, no data is recorded, an area having a length equal 
to a data length of the first image data A file is 
prepared in the data recording area such that a final 
portion of the image data A file corresponds to the end 
sector r. When an address of the first sector of the 
area is t" (= r + 1 - Q A , where Q A is the data length 
of the image data A file) , the image data A file is 
recorded in the area including the sectors of the 
addresses t" to r from the sector of the address t" in 
the arrow mark X direction. At the same time as the 
image data A file is recorded, an item of the directory 
data a corresponding to the image data A is recorded 
in the sector of the address 0- 
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In order to record a file of next image data 
B, an area having a length equal to a data length of 
the image data B file is prepared in the data recording 
area such that a final portion of the image data B file 
corresponds to a sector of an address (t n - 1) before 
the area of the image data A file by one. When an 
address of the first sector of the area is t' (= t" - 
where .Q fl is a data length of the image data B file) r 
the image data 5 file is recorded in the area including 
the sectors of the addresses t 1 to (t 1 - 1) from the 
sector of the address t" in the arrow mark X direction. 
At the same time as the image data B file is recorded, 
the an item of directory data b corresponding to the 
image data B is recorded in the sector of the address 1, 

As described above, the image data files ajad 
the directory data items are sequentially recorded . 
When a file of image data L is recorded in an area of 
sectors of address S to S' - 1) and in item of directory 
data is recorded in a sector of an address P, record 
of image data in an area including sectors of addresses 
(P + 1) to (S - 1) is inhibited if a length of the 
area is shorter than a sum of data lengths of a file of 
the image data and an item of the directory data- 

The area including the sectors of the addresses 
(P + 1) to (S - 1) is remained as an area not yet used. 
However, since the area is smaller than that necessary 
for recording a file of image data, the not yet used 
area can be considerably decreased, compared to a 
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1 conventional data recording system in which an area 
larger than that necessary for recording the file of 
the image data is remained as an area not yet used. 
Therefore , the data recording area can be efficiently 
■5 used. 

Next, the embodiment will be described below 
in detail in a case where the disk is an optical disk, 
with reference to Figs. 21 to 23. 

Pig. 21 is a block diagram showing an arrange- 
10 raent of an image data filing system which uses this 

embodiment and the same reference numerals are assigned 
to components corresponding to those shown in Fig. 1. 

In the figure, the disk drive unit 2 is 
connected to the host computer 1 via an interface SCSI 
15 and performs a recording or reproducing operation of 

data for the optical disk 3 in response to a command from 
the host computer 1. The image scanner 4 is for input- 
ting an image to be recorded. The input image is 
subjected to processing such as processing for converting 
20 it into digital image data by the host computer 1. The 
processing result is supplied to the disk drive unit 2 
and recorded on the optical disk 3. When desired image 
data is to be reproduced, a file name of the image data 
is input by a user. The host computer 1 outputs a 
25 reproduction command to the disk drive unit 2 in response 
to the input of the file name. Directory data is read 
out from the optical disk 3 in response to the command 
and a file name in each item of the read out directory 
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data is compared with the input file name. When both 
the file names coincide with each other , the disk 
drive unit 2 is commanded to perform the data reproduc- 
ing operation from the optical disk in accordance with 
address data and data length data of the image data 
extracted from the item of the directory data having 
the same file name. The image data of a file having 
the file name thus read out is converted into an analog 
image signal and the image signal is supplied to the 
display unit 5 to display the image. 

Fig. 22 shows a track pattern of the photo 
disk shown in Fig. 21. 

In the figure, a spiral track 31 is formed on 
the optical disk 3 and divided into sectors, With an 
optical disk 3, a scanning direction of a head (not shown) 
is from an inner circle side toward an outer circle 
side and addresses are sequentially assigned to the 
sectors such -that the addresses are sequentially 
incremented by one in the scanning direction, Here, 
an address of a sector includes a track number repre- 
senting a circle in which the sector is present, which 
track number is different from another circle, and a. 
sector number representing an order of the sector ii* 
the circle. For purpose of simple description, however, 
it is assumed that the sector address is incremented 
by one in the scanning direction. 

Taking a 5,25 inch type of optical disk as an 
example, 17 sectors are provided for every circle of 
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1 the track 31 and 16 sectors thereof are used for a 
data recording operation and the other sector is used 
for error processing. In this case, one sector has 
capacity of 512 bytes. 
5 Such an optical disk will be described below as 

an example* 

Addresses (0000) lg to (FFFF) 16 in hexadecimal 
notation are assigned to a data recording area of the 
photo disk 3. The address (OOOO)^ indicates a sector 
in a start portion of an inner circle , i.e., a start 
sector and the address (FFFF) 16 indicates a sector of 
an end portion of an outer circle thereof, i.e., and 
end sector. 

Here, taking, as an example, a file of image 
data of a monochromatic multi value image which has 
resolution of 512 dots (pixels) x 512 dots and has 256 
gradation levels, one dot being composed of eight bits, 
as shown in Fig, 2, a data length of the image data is 
512 x 512 x 8 bits = 262144 bytes and corresponds to 
for 512 sectors. One item of directory data is 32 
bytes in long and corresponds to one sector* 

It is assumed that the photo disk 3 is not 
yet used and the above image data file is recorded on 
the photo disk 3, Since 512 - (0200) a last sector 
of an area for the image data file to be recorded has 
ah address (FFFF) lg and an address of a first sector of 
the area is 
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(FFFF) lg + (0001) lfi - (0200) lg 
= (FEO0) lg 

That is, the image data file is recorded from the sector 
having the address (FEOO)^g to the sector* having the 
address (FFFF) lg in an cuter cycle direction. At this 
time, an item of directory data corresponding to the 
image data is recorded in the start sector having the 
address (0000) ^g. Such a recording operation is 
performed in response to a command from the host computer 
1 (Fig. 21). 

Next, when another file of image data having 
the same data length as the above image d.ata is to be 
recorded, an area of 512 sectors is set for the another 
image data file and a last sector of the area is a 
sector having an address (FEOO)^.- (0OOL) 16 = (FDFF) lg . 
The first sector thereof has an address (FE00)^ - 
(0200) 16 =» (FC00) 16 - Therefore, the another image data 
file is recorded from the sector having the address 
(FC0O) 16 to the sector having the address (FDFF) lg in 
the outer circle direction* At this time/ an item of 
the directory data corresponding to the another image 
data file is recorded in a sector having an address 
(0002) lg . 

Note that a position of the sector having the 



address (FEOO)^ is not correct with respect to the 
sector having the address (FFFF) ^ in Fig- 22. It J 
shown only for a purpose of convenience. 
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1 In this example/ if all data lengths of files 

of image data are the same, 511 sectors are remained 

in a state not used since the number of sectors in the 

5 5 

data recording area is 15 and 16 /513 = 2043 (a 
-5 remainder is 511) - 

In addition, in this example, one item of 
the directory data is recorded in one sector. However, 
when a plurality of files of the image data are conti- 
nuously recorded, items of the directory data re spec- 
10 tively corresponding to the plurality of files of the 
image data may be collectively recorded in the same 
sector. In the above example, since each item of the 
directory data is thirty-two bytes and one sector is 
512 bytes, sixteen items (512/32) of the directory data 
15 can be recorded in one sector. 

Note that values in the eighth embodiment 
are only as an example and the present invention, 
therefore, is not limited to the values. 

In addition, a magnetic disk, a photomagnetic 
20 disk, or the like is available as the above disk, and 
data except for image data is available as information 
data. 
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CLAIMS 

1. In a method of managing data recorded on a 
recording medium, a data management method comprising: 

a step of setting an input recording scramble 
parameter in a parameter buffer; 

a step of performing scramble processing for 
input data in accordance with said set recording 
scramble parameter to record a result of the scramble 
processing on said recording medium; 

a step of setting an input reproduction 
scramble parameter in said parameter buffer; and 

a step of performing inverse scramble proces- 
sing for said data read out from said recording medium 
in accordance with said set reproduction scramble 
parameter to reproduce original data. 

2. A data management method according to claim 1, 
wherein said recording scramble parameter and said 
reproduction .scramble parameter are data representing 

a feature of an owner of said recording medium* 

3. A data management method accord±ng to claim 1, 
wherein said recording scramble parameter and said 
reproduction scramble parameter are the same. 

4. In a method of managing data recorded on a 
recording medium, a data management method comprising: 

a step of storing a plurality of scramble 
programs in a memory; 

a step of performing scramble processing for 
original data in accordance with any one of said 
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plurality of scramble programs to record said data as 
a result of the scramble processing on said recording 
medium; and 

a step of performing inverse scramble proces- 
sing for said data read out from said recording medium 
in accordance with only the scramble program used in 
the scramble processing to reproduce said original data. 

5. In a method of managing data recorded on a 
recording medium, a data management method comprising: 

a step of recording on said recording medium 
a plurality of scramble programs and said data which has 
been subjected to scramble processing in accordance 
with one of said plurality of scramble programs; 

a step of reading out from said recording 
medium said scramble program used in the scramble 
processing; and 

a step of performing inverse scramble proces- 
sing for said data read out from said recording medium 
in accordance with said read out scramble program to 
reproduce original data. 

6. A data management method according to claim 5, 
wherein a secret identification number is assigned to 
each scramble program and said read out scramble program 
is designated in accordance with the secret identifica- 
tion number. 

7. In a data processing apparatus having a 
scramble table f a method of managing data recorded on 
a recording medium comprising: 
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a step of recording on said recording medium 
a scramble program and said data having been subjected 
scramble processing; 

a step of reading out said scramble program 
from said recording medium to store said read out 
scramble program in said scramble table when desired 
data is to be reproduced from said recording medium? 
and 

a step of performing inverse scramble proces- 
sing for said data in said scramble table ±n accordance 
with said scramble program to reproduce said desired 
data, 

8, A data management method according to claim 7, 
said scramble program is input from outside of the data 
processing apparatus and recorded on said recording 
medium. 

9. A data management method according to claim 8, 
further comprising: 

a step of reading out said scramble program 
from said recording medium to store said read out 
scramble program in said scramble table; sucid 

a step of performing scramble processing for 
said desired data f which is input from the outside of 
the data processing apparatus, in said scramble table 
in accordance with said scramble program to record 
said data on said recording medium. 

10* A data management method according to claim 7, 

wherein said recording medium has a user data area in 
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which a user can arbitrarily record said desired data 
or from which the user can arbitrarily reproduce said 
desired data, said data in the user data area has been 
subjected to the scramble processing, and said scramble 
program used when the inverse scramble processing is 
performed for said data to reproduce said desired data 
is recorded in a position of said user data area which 
is arbitrarily designated by the user. 

11* In a method of keeping secret of data recorded 

on an optical recording medium, a data management method 
comprising: 

a step of recording said data on said optical 
recording medium to have a predetermined format; 

a step of providing at least one information 
reference area in said optical recording medium to record 
information inherent to a user who uses said optical 
recording medium in said at least one information 
reference area; 

a step of comparing said user inherent infor- 
mation read out from said optical recording medium with 
comparison information input from the outside of a 
system for reproducing original data from said data 
having said predetermined format; and 

a step of enabling the system to reproduce the 
original data from said optical recording medium only 
when both information coincide with each other. 
12. A data management method according to claim 11, 

wherein means for comparing said comparison information 
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with said user inherent information is provided in a 
drive unit for said optical recording medium. 
13. A data management method according to claim 

12/ wherein said user inherent information is at least 
one of a handwriting, a fingerprint, a seal, a voice- 
print, a photograph of user's face, a retina pattern 
and the like, 

14 • A data management method according to claim 

13 , wherein said optical recording medium has a user data 
area in which user data required to keep the secret are 
recorded and a directory data area in which directory 
data corresponding to said user data are recorded, and 
said method further comprises a step of disabling said 
system from reproducing the directory data recorded in 
said directory data area when said user inherent infor- 
mation does not coincide with said comparison Informa- 
tion ♦ 

15. A data management method according to claim 

14, further comprising a step of destroying ifcsins of 
address data recorded in said directory data area for 
every predetermined number to disable said system from 
reproducing the directory data. 

16, A data management method according to claim 

15, further comprising a step of enabling said system 

to detect said destroyed address data items in accordance 
with the number of times detecting address sections 
from the address data items not destroyed. 
17 < A data management method according to claim 
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11 1 wherein said optical recording medium has a uaer 
data area in which user data required to keep the secret 
are recorded and a directory data area in which directory 
data corresponding to said user data are recorded, and 
said method further comprises a step of disabling a 
read out operation of said directory data recorded in 
said directory data area when said user inherent 
information does not coincide with said comparison 
information. 

18 - A data management method according to claim 

17, further comprising a step of modulating said 
directory data by overwriting predetermined pattern 
information on said directory data to disable the 
reading out operation of said directory data. 

19 - A data management method according to claim 

18, further comprising a step of enabling said modulated 
directory data to be demodulated in accordance with a 
predetermined demodulation code. 

20 „ A data management method according to claim 
17, further comprising a step of recording a program 

for disabling the reading out operation of said directory 
data in a specific area of said optical recording medium, 
21. A data management method according to claim 

17, wherein many items of said information data and 
items of said directory data corresponding to the items 
of the information data are recorded on said disk-like 
recording medium, and said method further comprises: 

a step of sequentially recording the items of 
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said directory data from a start position of a data 
recording area on said disk-like recording medium in a 
head scanning direction; and 

a step of sequentially recording the items of 
said information data an end position of said data 
recording area on said disk-like recording medium in 
the head scanning direction. 

22. A data management method according to claim 

21, wherein said information data and said directory 
data are recorded on said disk-like recording medium r 
said directory data and said information data are 
densely recorded from the start position and the end 
position of said data recording area on said disk-like 
recording medium in the head scanning direction, 
respectively. 
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